¥ TTLOCK App Manual

I Please read the manual carefully before installation and keep this manual at a secure place.

® Please refer to sales agents and professionals for information not included in this manual.

I Introduction

TTlock is a smart lock management software,it

inlcudes door locks,parking locks.safe locks, "
bicycle locks,and more,ttlock communicates
with the lock via bluetooth BLE,and can unlock, @

lock ,firmware update,read operation records, ‘
etc.The blueototh ekey can also opent the
door lock through watch.TTlock supports

©
chinese,traditional chinese,english,spainish, o
portuguese,russia,french,malay 7 langueages s
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I 1.registration and login

Users can register the account by mobile phone and Email which currently support
200 countries and regions on the world. The verification code will be sent to user’ s mobile
phone or email, and the registration will be successful after the verification.

1659 eewo AT T 1659

registration &« choose the country

A

8

country/region CHINA(+86) Afghanistan 493 ¢
D

L outhephonenumber Azerbaijan 1994 E
F

) resecneracanspran Oman E
I

United Arab Emirates 4971 )

verification code gem the code f
Albania 4355

1.1 security question settings

You will be taken to the security question settings page when registration is
successful. When log in on a new device, the user can authenticate himself by
answering the above questions.

o A = 165 i3m0
&« Security question settings

@successful

Which city did you go to on the first flight? >

Question one > input your answer
et L e What is your QQ number? >
Question two N Which city did you go to on the first light? input your answer
pdeurane What s your QQ number? What is your pet’ s name? >
Question three > input your answer

Whatis your pet’ s name?

next stey
[ roc | cancel

1.2 login authentication

Log in with your mobile phone number or email account on the login page. The
mobile phone number is automatically recognized by the system and does not input
the country code. If you have forgotten your password, you can go to the passward
page to reset your password. When reset the password, you can receive a verification
code from your mobile phone and email address.

o AAT = 1659

& Retrieve passcode

2 mobile phone/Email

w : passcode

-
R verification code [T

When the account is logged in on the

input verification code here

code

new mobile phone, it needs to be verified.
When it is passed, you can log in on the new You arelogeingntoa new devie For accountsecuriy
mobile phone. All the data can be viewed e

and used on the new mobile phone.

Admission fee:x0000000x

1.3 ways of identifying

There are two ways of security verification. One is the way to get the verification
code via the account number, and the other is the way to answer the question. If the
current account is set the "answer the question" verification, then when the new device
is logged in, there will be an "answer question verification" option.

Verify with verification code verify by answering questions
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<« safety verification <« Choose an account & securityissue verification

you can verify by answering the question

( ) mobile phone:13++*++*3437
input the code Which city did you go to on the first flight? >
get the code Email:x0000000x@qq,com X0
You are logging n to a new device.For account security, what is your QQ number? >
please conduct safety certiication. e
account:xo00@ad.com
whatis your pet’ s name >
input your answer
oot ]

1.4 login successful

The first time you use the lock lock app, if there is no lock or key data in the
account, the home page will display the button to add the lock. If there is already a lock
or key in the account, the lock information will be displayed.

no lock adding the account with lock
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lock management

XXXx community

When addingfock, th phone must b nest o th lock

I 2. lock management

The lock must be added on the app before it can be used. The addition of a lock
refers to the initialization of the lock by communicating with the lock via Bluetooth.
Please stand beside the lock. Once the lock is added successful, you can manage the

lock with the app including sending a key, sending a password, and so on.

’ When the lock is added, the adder becomes
the administrator of the lock. At the same time, the
lock cannot enter the setup mode by touching the
keyboard. This lock can only be re-added after the
current administrator has deleted the lock. The
operation of deleting the lock needs to be done by
Bluetooth beside the lock.

2.1 lock adding

The App supports multiple types of lock, including door locks, padlocks, safe locks,
smart lock cylinders, parking locks, and bicycle locks. When adding a device, you must
firstly select the lock type. The lock needs to be added to the app after entering the setting
mode. A lock that has not been added will enter the setting mode as long as the lock

keyboard is touched. The lock that has been added needs to be deleted on the App first.
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< Choose Lock Type nearby lock
ﬁr Boor Lok e MGO1_42ae85 -+
1 9 J301_6c90c8 +
&) Padiock
o K101C_5262a0
Safe Lock e M501_a90a21
‘a M101T_093a07

e $202C_f65fc9

Parking Lock 9 MGO1_b0037e

Prry Lock Cylinder

- e M101T_0de1f9
@p Bicyclo Lock
@ MGO1_cd42a9
A Remote Control
2 $202T_ac286e

The initialization data of the lock needs to be uploaded to the network. The data
needs to be uploaded when the network is available to complete the entire whole

adding process.
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lock adding data uploading

unsuccessful
lock name

name the lock here o

Your phone s not connected. Please ope Click Upload Data to
‘manually upload data after addinga ock. manually upload data after adding alock.

date uploading]

2.2 lock upgrading

User can upgrade the lock hardware on the APP. The upgrade needs to be done via
Bluetooth next to the lock. When the upgrade is successful, the original key, password,

IC card, and fingerprint can continue to be used.
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lock upgrading lock upgrading

The lock upgrading takes a while, restore the passcode
please be patient.

2.3 error diagnosis and time calibration

Error diagnosis aims to help analyse the system problems. It needs to be done via
Bluetooth beside the lock. If there is a gateway, the clock will be calibrated firstly
through the gateway. If there is no gateway, it needs to be calibrated by the mobile
phone Bluetooth.

1659

Troubleshooting. lock clock

Please do this at the prompt of the customer
service staff. When operating, the phone
should be next to the loc

calibrate the time

)
e

2018.01.0316:04:29

2.4 Authorized administrator

Only the administrator can authorize the key. When the authorization is successful,
the authorized key is consistent with the administrator's interface. He can send keys to
others, send passwords, and more. However, the authorized administrator can no
longer authorize others.

=)
Key details

oo AT = =) Timm
<« Key details

Name

O Aaron 2

Validity Period
Recipient 18589706961
Sender L
Sending time 2018-11-0113:38:20

Records

I 3. key management

After the administrator successfully adds the lock, he owns the highest administrative
rights to the lock. He can send keys to others. Meanwhile he can increase the key manage-
ment that is about to expire.

165

send the ekey
xoox community wpe time-limited
account regristration account @)
name name the key

o) P beginning time 2018.04.0815:46
)))))))) - deadline 2018.04.0816:46
° D

Allow locking »

Click the type of lock it will show the time-limited
ekey, one-time ekey and permanent ekey.

Time-limited ekey: The ekey is valid for the specified

time lock type
Permanent ekey: The ekey can be used permanently. time-limited key
One-time ekey: the ekey will be automatically deleted permanent key
once it has been used. single key
cancel

3.1 key management

The manager can delete ekey, reset ekey, send and adjust the ekey, meanwhile he can
search the lock record.
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<&« key management

. 1840761489@qq.com . 1840761489@qq.c
2018.07.24 14:29 - 2018.07.25 1429 2018.07.24 14292018 festore

@ 35454397208q0.0m @ 3545439720800 ater
2018,07.24 14:28 - 2018.07.28 14:28 2018,07.2414:28-201¢  send
13003653255 = Panding eception 13003653255 = Pandingreception
single single

@ 254mriemcom s @ 21597478738dacom
2018.07.24 1426 - 20200724 1436 2018.07.24 1426 - 20200724 1436

3.2 deadline warning

System will show two colors for deadline warning. The yellow means close to expiring and
the red means it has expired.
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< choose the lock type user management

9 BELAW08E ‘ 35454397208qq.com

— I
— 184076148%80a.com

san R
s 2138079284@qq.com
DL
o v

Expiring

1025% M 1E
10258518
10258 M8
‘ LYLE] 1025218

102578
-

10258418
n

22

2018.09.11

3.3 search lock record

0 ke
P ):: k with
The administrator can query the unlock record of (sl AR success

each ke Q e
y' 09:31:35 unlock with APP success

123456

09:31:24 unlock with Passcode 123456
failed

123456
@ 093116 wnlock with Passcode 123456




I 4. passcode management

After inputting the passcode on the keyboard of the lock, press the unlock button
to unlock. Passcodes are classified into permanent, time-limited, one-time, empty,
loop, custom, etc.

T g
& send passcode &
4.1 permanent passcode L e e o
The permanent passcode must be used within 24
hours after it is generated, otherwise it will automatically

expi re Password needs to be activated within 24 hours
. . e )
4.2 time-limited passcode < cotipresER I
The time-limited passcode can own an expiration o i
date, which is a minimum of one hour and a maximum beginning time 2017.08.14 10:00
of three years. If the validity period is within one year, deadiine 2017.08.14 1000

the time can be accurate to the hour; if the validity
period is more than one year, the accuracy is month.
When the time-limited passcode is valid, it should be
used within 24 hours, otherwise it will automatically
expire.

Password needs to be activated within 24 hours

1659

send passcode.

permanent repair  single  clear  cyclic

4.3 one-time passcode

e passwordis ot for 6 hurs s canonybeuseonce,

One-time passcode can only be used for one
time, and which is available for 6 hours.

eneo haar = =3 im0

send passcode

permanent repair  single

4.4 clear code

Pasonord tht e vl for 24 hours can vt l e pasewords

Clear code is used to delete all the passcodes the
lock has set, and which is available for 24 hours.

1659

send passcode

permanent repair  single  clear

4.5 cyclic passcode

Cyclic mode working day
The cyclic password can be reused within a specified pegmingtime 000
time period, including daily type, weekday type, deadline 1100

weekend type, and more.

Password needs to be activated within 24 hours

165

send passcode

4.6 custom passcode o snge e e

idi i begi i 2017.08.14 10:00
User can set any passcodes and validity period he beginningtime  2017.08.14 1000

deadline 2017.08.14 10:00
wants.

thewayto generate passcode: 1. Bluetooth by mobile phone|
next tothe lock to generate; 2. Remotely generate through
the gateway

4.7 passcode sharing

The system add new communication ways of
Facebook Messenger and Whatsapp to help users share sendzpsscodeto

the passcode. [ o I = - I

WeChat  SMS  Mailbox Messenger Whatsapo

cancel

4.8 passcode management

All generated passcodes can be viewed and managed in the password manage-
ment module. This includes the right of changing the password, deleting the
password, resetting the password, and unlocking the password.

AT = 1659 BT AT = 1659 wimD

=5 : < Tony £

60792956 receiver Tony >

2017.08.14 07:00 permanent
sender Michael

record >
41627512
2017.08.03 10:00 permanent

111222
2017.07.28 09:00 permanent

@ 20631846 time 2017.08.11 16:30
2017.08.1 16:00 permanent

I 5. card management

165

IC card adding

You need to add the IC card first. The whole name input the name

process needs to be done via the app beside the settings
lock. The validity period of the IC card can be set, permanent »
Effective time 2017.08.14 15:49

either permanent or time-limited.
2017.08.14 15:49

End Time

1659

All IC cards can be ' o
queried and  managed
through the IC card manage-
ment module. The remote

remove the card

Paul 1655453906

2017.07.26 18:11 permanent add the card

Send card remotely

Mary 2334807796
2017.07.28 09:29 permanent

card issuance function is
displayed in the case of a
gateway. If there is no
gateway, the item is hidden.

I 6. fingerprint management

Fingerprint management is similar to IC card management. After adding a fingerprint,
you can use the fingerprint to unlock the door.

I 7. unlock via Bluetooth

App User can lock the door via Bluetooth
and can also send the Bluetooth ekey to anyone.

e unlock by App

Click the round button at the top of the page to unlock the door. Since the
Bluetooth signal has a certain coverage, please use the APP within the certain area.
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= lock management = lock management

XXX apartment XXX apartment

6

seodeiey  sendpascode  stendance

= o 0 9 = S O H
S - o

recars setings ot settngs

I 8. attendance management

The APP is access control, which can be used for company attendance manage-
ment. The app contains functions of employee management, attendance statistics and
soon.

All 3.0 door locks have attendance functions. The normal door lock attendance
function is turned off by default. The user can turn it on or off in the lock settings.

=

key settings

Xxx apartment

clock >

Troubleshooting >

sender >

attendance »

© O unlockwarning »

attendance record settings

9. system setting

eewo AT = = ]

& system settings
In the system settings, it includes touch unlock Touch to Unlock «©
switch, group management, gateway management, LockUsers s
security settings, reminder, transfer smart lock and Lok Group >
soon. Gatewny >
‘Transfer Lock(s) >
’ Touch unlock setting determines whether you
About >
can open the door by touching the lock.

9.1 user management

The user name and phone number can be seen in the user list. Click the
customer you want to view to get the door lock information.

oo AT > = i Qo o3 3
< user management < Zhangsan

Zhang san L5

13666666666 . XXXX room 101

permanent

2017/8/10-2018-8/9

Wangwu

!
e Lisi N
13888888388 XX room 28
1

> @ XXXX room 1028
18888888888 Not active
2017/5/5-2018-5/4
XXX room 028
e
2017/5/5-2018-5/4

w0 faaT = 165

9.2 key groups management & groupmanagement
group 1
Inthe case of a large number of keys, you can use
group management module. group2

9.3 transfer admin rights

The administrator can transfer the lock to other users or to the apartment
(Room Master user). Only the account that manages the lock has the right to
transfer the lock.

After inputting the account, you will receive a verification code. Filling in the
correct number, you will transfer successfully.

’ The account of the apartment transfer receive must be the administrator account.

=3
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choose the lock

Transfer confirmation

@ user

O room master
X00000(@Gg.com

account input the account e

The lock will b transferred to the account you entered and

you willlose management rights The verification code has been sent to xcooc@ag.com

next

9.4 Lock recycling station

If the lock is damaged and cannot be
deleted, the lock can be deleted by The lock moved into the recycling
station will not be restored.

moving it into the recycling station. *"7

9.5 Customer service

The user can consult and give feedback through the Al customer service

1659 1650

Customer service normal problems

[} FaQ @) Feedback

Introduction

Email

ck.comen (F
How to ADD a Smart Lock?

What are the different Methods to Operate the Sma.
How do | Adjust the Clock on my Smart Lock?
Keypad v

Why do the Keypad Lights go out immediately after.

9.6 about

In this module you can check the app version number.

eeeo ALAT % =3 Tim

about

w

TTLock 4.8.1

I 10. gateway management

The Smart lock is directly connected via Bluetooth, that
is why it is not attacked by the network. The gateway is a
bridge between smart locks and home WIFI networks.
Through the gateway, the user can remotely view and
calibrate the lock clock, read the unlock record. Meanwhile, it

can remotely delete and modify the password.

10.1 gateway adding

Please add the gateway via APP:

A Connect your phone to the WIFI network which the gateway is connected to.

B Click the plus button in the upper right corner and input the WIFI passcode and gateway
name. Click OK and input the passcode for authentication.

C Press and hold the setting button on the gateway for 5 seconds. The green light indicate
that the gateway has entered the add-on mode.

1659 1659

gateway gateway adding

gateway . WiFi Name Kejixia_Sciener
WiFi Password Enter WiFi Password
Gateway Name Enter Gateway Name

10.2 manual

After a short period of time, you can see which locks are in their coverage in the app. Once

the lock is bound to the gateway, the lock can be managed through the gateway.

1659 - - 165

Add gateway Gateway Gateway name

WiFi name 0 J301
Strong Signal

Wifi passcode M503

Gateway Added Successfully ST

Scanning locks belong to you

Gateway name S202
Strong Signal
Strong Signal
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